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When all above modifications have been applied:
eneral Stochastic Hybrid Automata




SReach considers ...
I\)eﬁn:‘itiunhl\ (HA,). A hybrid automaton with parametric uﬁcerminty is o [

tuple H, = ((Q, E), V, RV, Init, Flow, Inv, Jump, X), where

The vertices Q@ = {q1, -+ ,qm } 8 a finite set of discrete modes, and edges in

E are control switches.

V = {v1,--- ,vn} denotes a finite set of real-valued system variables. We
write V' to represent the first derivatives of variables during the continuous
change, and write V' to denote values of variables at the conclusion of the
discrete change.
RV = {wy, -+ ,w} is a finite set of independent random variables, where
the distribution of w; is denoted by P;.
Init, Flow, and Inv are labeling functions over Q. For each mode q € Q, the
instial condition Init(q) and invariant condition Inv(q) are predicates whose
free variables are from VURV , and the flow condition Flow(q) is a predicate
whose free variables are from VUV U RV.

Jump is a transition labeling function that assigns to each transition e € E

a predicate whose free variables are from VU V' U RV.

2/ 18 a finite set of events, and an edge labeling function event : E — X
assigns to each control switch an event.

D .
Vo ol -
; RN, i
e P DD = % i




* SReach considers ...

Definition 2 (PHA,). A probabilistic hybrid automaton with additional ran-
domness H, consists of ), E, V, RV, Init, Flow, Inv, X' as in Definition 1, and
Cmds, which is a finite set of probabilistic guarded commands of the form:

g = PLiUL + ot F Dm o Umn,

where g is a predicate representing a transition guard with free variables from
V', p; is the transition probability for the ith probabilistic choice which can be ez-
pressed by an equation involving random variable(s) in RV and the p;’s satisfy
S pi = 1, and u; is the corresponding transition updating function for the ith

- probabilistic choice, whose free variables are from V U V'URV.

X252 pr: (X' =sin(x)+H(1— p1) : (X = p),
~ p1~U(0.2,0.9), and px ~ B(0.85)




Deﬁnltmn 3. The probabilistic bounded k step 0-reachability for a HA, H 18 tﬂ

‘ compute the probability that H, reaches the target region T in k steps. Gwen the = |

- set of independent random mmabies r, Pr(r) a probability measure overr, and &

the sample space of r, the reachabﬂzty probability is [, I7(r)dPr(r), wherﬁ
IT(I') is the indicator function which is 1 if H, with r reaches T' in k steps.

Deﬁmtmn 4. For a PHA, H,, the probabilistic bounded k step o- ﬂeachubaht'y
.~ estimated by SReach is the mazimal probability that H, reaches the target region |
T in k steps: maz,c EP?‘H o.1(t), where E is the set of possible executions ﬂf

startmg from the initial state 1, and o 18 an ezxecution in the set E. ;
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‘ Boundedeachability 4
Analysis of Hybrid Systems

-

simple hybrid systems are undecidable.

£ I Give up
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. B-Reachability Analysis of Hybrid SySteIﬁs

> Given 8 € O, [H ] and [[G0a16] over-approximate [ '] and
§  [Goal] respecuvely. ‘
= 2 So, the d-reachability problem asks

Unreachable _ d-reachable

R R . s T o R =
AT SeHER g VY - . A SRS,




~systems: polynomials, log, exp, trigonometric
g functions, ODEs ...

v - e . 8 0 e A A o N N 0

> Reasonable complexity bound PSPACE-Complete P

> When it says

3>,;5-Red(‘:hable ~ may lead o an infeasible' .
. COunterexamp]e,' | | -
ou may try a smaller & and possibly get rid of it

(]
\




Reach’s algorithm

Algorithm 1 SReach
1: function SREACH(MP, ST, 4, k)
if MP is a HA, then
MP + EncRM:(MP) > encode uncertain system parameters
else > otherwise a PHA,
MP <+ EncRM:(MP) > encode probabilistic jumps and extra randomness
end if -
Suce, N + 0 > number of 4-sat samples and total samples
Assgn + 0 > record unique sampling assignments and dReach results |
RV + ExtractRV(MP) > get the RVs from the probabilistic model
repeat in parallel |
Si + Sim(RV) > sample the parameters
if S; € Assgn.sample then |
Res + Assgn(S;).res > no need to call dReach
else :
M; «+ Gen(MP, S;) > generate a dReach model |
Res < dReach(M;, 4, k) > call dReach to solve k-step d-reachability
end if |
if Res = d-sat then Suce + Suce+ 1
end if
N+ N+1
until ST.done(Succ, N) > perform statistical test
return ST .output
23: end function




sRe ach ¢ S al g O I‘lthm \

. L 5- complete bounded reachability analysis technique (dReal/
~ dReach) + statistical testing techniques |

> ‘advance the reésoning power of SN:T-based bounded modél
Checking to probabilistic models

:> the full non-determinism and nonhnear dynamlcs of models Wlll
L be con51dered |

';'?§>-the coverage of simulation will be mcreased
?> the zero-crossing problem can be avolded

> controllable error bounds on the estimated probabilities




- SReach answers ...

- 2 SReach can answer two types of questions:

> (1) Does the model satisfy a given reachability .
property with probability greater than a certain
- threshold? hypothesis testing

: :> Hypdthesis testing methods: Lai’s test,Bayesr. _
~factor test, Bayes factor test with indifference
~region, and Sequential probability ratio test.




> (2) What is the probability that the model

satisfies a given reachability property? statistical

estimation

> Statistical estimation methods: Chernoff- _
~ Hoeffding bound, Bayesian interval estimation
~ with beta prior, and Direct sampling.

%
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SReach answers .

E?;Q.,I"'-;:>Model Falsification: whether ~ © [xprossing each observationias S Sy
: goal region, will this model reach /

| consistent with existing key the goal region in bounded steps

.oAbse‘rvatlons.' with the predefined desirable
| probability?

> If not, the model 1s incorrect
regarding the given observation.

I, for each observation, this 1s
the case, we can conclude that -
the model is correct with regard |
Problem to a given set of key |
observations.

A Probabilistic
Bounded Reachability




\ SReach AnsSwers .

| ~Parameter S\ynthesis: HOW 10 = Does it exist a parameter
~_control the system to reach combination for which the model
good states with a desirable reaches the given goal region with
probability? a desirable probablhty n bounded
o steps?

Considering an assignment of a
certain set of system parameters, if
a witness is returned, this g
assignment 1s potentially a geed

estimation for those parameters.

A Probabilistic

Bounded Reachability The goal here 1s to find an

Problem | assignment with which all the
~ given goal regions with desirable ;
probabilities can be reached .
bounded steps |
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SReach answers .

:>Parametr|c Sensitivity Analysis: Testing
the robustness of the model, , .
- Understand the relationships between > For different possible

| ;.Pafametefs and the model, etc. values of a certain system

parameter, are the results
of probabilistic |
reachability analysm the

same!

If so, the model 1s
insensitive to this i
parameter with regard e
Problems | , to the given

| observations. -

A Set of Probabilistic
Bounded Reachability
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Bacteria- kﬂhng Kﬂlerﬂed MO E

ﬁnd! P '

hgenome=1
IPTG=0
light=0
DNA=1
DNAx=0
mANA=0
KRim=0
KRm=0
KRmd5=0
KRmd5*=0
KRmdT*=0
50X =0
50Xsod=0
S50D=50Dinit
d|mode_t]/dt

=] |

{and {(mANA = 0) (KRim = 0)
1

'ﬁu;ie 3 1

Agenome=0
IPTC=0
light=0
DMA=0
DNA:=1
mRNA=D
KRim=0
KRm=0
KRmd5=0
KRmd5*=0
KRmdT*=0
S0X=0
S50Xsod=0
S0D=500Dinit
d[mode_t]/dt

reset mode_1

=]

Ry

Remowva IFTG & raaat'

mode
_t'ﬁude G

1

_addIFTG

A IPTG & resel

mada |-

|

0.1

g_t==t mlPTG1

Mode 4 )
Agenome=0
IPFTG=1
light=0
DMA=0
DNAx=1
mMAMA=T
KRim=?
KRm=7
KRmd5=7
KRmdS*=0
KRmdT*=0
50%=0
SOXsod=0
S0D0=50Dinit
d[mode_t]/dt

N I,

Agenome=0
IFTG=0
light=0
OMA=0
DHAx=1
mAMNA=a
KRim=b
KRm=c

KRmdS=d
KRmdS*=0
KRmdT*=0
S0 =1
SOXsod=0
S00=5%0Dinit
d[mode_t]/dt

ﬁE!E !

Agenome=0
IPFTG=1
Iiﬂl‘l‘l-l_
DMA=0
DMNAx=1
mRMNA=?
KRim=?
KRm=?*
KRmd5=7
KRmd5*=?
KRmdT*=?
50X =7
50Xsod=7
S0D=7
dimode_t]/dt

T Tgnioht

0.2

light & reset
mindde |

a8 l==

Remove

,:1

=1 J

"y

'ﬁnde i !

Agenome=0
IPTG=1
light=0
DMA=0
DMNAz=1
mRNA=7
KRim=7
KRm=7?
KEmd5=7?
KRmd5*=?
KEmdT*=?
50¥=g

S0 sad=h
50D=i
dimode_t]/dt

mode_1 == {_mlPTGE2 ‘

1~ Ujo.1, 08)

b

1= 1_rmlPTGS
made |

Ramove IPTG & resat

m]

_i_/

mode ==t miPTGE2

1-pt

Remeone IPTEG &

resel mode i

Aemove IPTG & 0.2

'ﬁnde g )

Agenome=0
IPFTG=0
light=L
DNAaA=D
DMA:=1
mAENA=ga
KRim=b
KEm=c
KRmdS=d
KRmds*=e
KRmdT*=f
S0X=g
S0¥sod=h
S0D=i
dimode_t]/dt

'ﬁude 9 j
Agenome=0
PTG =0
light=0
CMA=0
DMAz=1
mRNA=a
KRim=b
KRm=c

KRmdS=d
KRmd5* =g
KRmdT==f
S0X=g
SOXsod=h
S00=i
dlmode_t]/dt

light & reset
made |

de_t == 1_lightoff2
Tp2

=]

|

=1 ]

'ﬁude 10 j

Agenome=0
IFTC=0
light=0
CNA=0
DMAz=1
mRNA=a
KRim=b
KRm=c
KRmdS=d
KRmdS*=e
KRmdT==f
SOXsod=h
S00=i
dimode_t]/dt

e

=1

2~ U[0.8,0.9) Eﬂbﬁredmld\ l

cell death |-




" State dwcriptioﬂ

Input

Initial system state, bacteria cell, without phage

n/a

Phage genome injected

A-phage genome

Phage genome replication (lytic cycle)

Genome replication

Phage genome within bacterial DNA (lysogenic cycle)

Genome insertion

Gene transcription, translation

Addition of IPTG

Gene transcription decrease

Removal of IPTG

Activation of KillerRed

Light turned ON

Mixture of KillerRed forms, no activation

Light turned OFF

Mixture of KillerRed forms, transcription decrease

Removal of IPTG

Mixture of KillerRed forms, no activation, transcription decrease

Removal of IPTG

Mixture of KillerRed forms, transcription decrease, no activation

Light turned OFF

Cell death

~SOX>threshold
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dimRNA]

dt

d[K Rim]
dt

| d[K Rinas]
at

E (light=L
- IDNA=0

 [mRNA=?

~ |KRm=?

- |KRmdS=?
- |IKRmdS*=?

 |KRmdT*=?

~ |SOX=?

~ |SOXsod=?
- |SOD=?

= kirnasyn ' [DNA] — krN Adeg - [MRN Al

kK Ripsyn - [MRNA] — (kx r,, + kK Ripndeg)

[ K Rim)
= kxR, ' [KRim

- ﬁode 5 )

Agenome=0
IPTG=1

DNA:=1

KRim=?

d[mode_t]/dt

=1

- kKRmdsdeg * [KandS] d[KRmdS]

dit

Bacteria-killing KillerRed Model

kiR, - [KRim| + kkr; - [KRmas*)

+kkr;, - [KRmas*| +kkr,,, * [KRmar+]
+hkkrsoxa * [KRmar+] — kxg., + [KRmas]
—kKRmdsdeg ' [KRmdS]

kig., - [KRmas) — kxgr; * [KRmas~]
—kkr;. * [KRmds*] — kxr.. * [KRmas*]
-kKRmds' deg * [K-R4ndS‘]

kxr,,, * [KRmnis<] —kkr, ., [KBRmndr-]

—kKRsoxm ' [KR’de*]
—kxRrRsoxaz * [KRde*]
—kk R, pedeg * [K Rmar+]

kKRSOXdl ' [KandT*] + kKRSOXd‘Z

d[SOX sod]
dt
(SOX]

' [KRde" ] -

| SOD * Vinazsop - K, + [SOX]




1

de t>=1t_addIPTG
Add IPTG & reset
mode t

l“

2 0.1
. Remove IPTG
‘ mode _t

- dS=0)

A N Y
. mode_t >=t_rmIPTG1

Mode 4
Agenome=0
IPTG=1
light=0
DNA=0
DNAi=1
mRNA=?
KRim=?
KRm=?
KRmdS=?
KRmdS*=0
KRmdT*=0
SOX=0
SOXsod=0
SOD=S0Dinit
dimode_t]/dt

& reset

Mode 6 h
Agenome=0
IPTG=0
light=0
DNA=0
DNA:=1
mRNA=a
KRim=b

KRm=c
KRmdS=d
KRmdS*=0
KRmdT*=0
SOX=0
SOXsod=0
SOD=SODinit
d[mode_t]/dt

1 Y,

_.,—rw.-..n,.-»

KRmdS=?
KRmdS*=?
KRmdT*=?
SOX=?
SOXsod="?
SOD=?
d[mode_t]/dt

=1 )

t>=t rmIPTG2

Cl

T 2 b

Bacteria-killing KillerRed Model

Mode 7
Agenome=0
IPTG=1
light=0
DNA=0
DNA:=1
mRNA=?
KRim=?
KRm=?
KRmdS=?
KRmdS*=?
KRmdT*=?
SOX=g
SOXsod=h
SOD=i
d[mode_t]/dt

p1~ U(0.1,0.9)
mode_t

ode t>=t rmIPTGS

emove IPTG & reset
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e

1-p1

Remove IPTG &
reset mode_t

r

‘ /gf

reset mode t

ﬁode 8 )

~ (0.8, 0.9) SObthresh(ﬁ\l

j/

all Aaath |«

=1 y,

Agenome=0
IPTG=0
light=L
DNA=0
DNA:=1
mRNA=a
KRim=b
KRm=c
KRmdS=d
KRmdS*=e
KRmdT*=f
SOX=g
SOXsod=h
SOD=i
d[mode_t]/dt

=t_lightoff2

ode_t>
1-
ove light & reset
mode_t

em

1 SOX>threshold

F

Mode 9
Agenome=0
IPTG=0
light=0
DNA=0
DNA:=1
mRNA=a
KRim=b

KRm=c
KRmdS=d
KRmdS*=e
KRmdT*=f
SOX=g
SOXsod=h
SOD=i
d[imode_t]/dt

F

=1 Y

Mode 10 )
Agenome=0
IPTG=0
light=0
DNA=0
DNA:=1
mRNA=a
KRim=b
KRm=c
KRmdS=d
KRmdS*=e
KRmdT*=f
SOX=g
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SOD=i
dimode_t]/dt

=1 y

probabilistic

transitions




1

de 1o—1 addIPTG
Add IPTG & reset
mode t

l"”

Mode 4
Agenome=0
IPTG=1
light=0
DNA=0
DNAs=1
mMRNA=?
KRim=?
KRm=?
KRmdS=?
KRmdS*=0
KRmdT*=0
SOX=0
SOXsod=0
SOD=SO0Dinit
dimode_t]/dt

=1 Y

- mode_t >= t_rmIPTG1

0.1
| Remove IPTG
: mode_t

& reset

Mode 6 )
Agenome=0
IPTG=0
light=0
DNA=0
DNA:=1
mRNA=a
KRim=b

KRm=c
KRmdS=d
KRmdS*=0
KRmdT*=0
SOX=0
SOXsod=0
SOD=SODinit
d[mode_t]/dt

ode_t >= t_lighton
09
Add light & reset

f'

1 y

KRmdS*=?
KRmdT*=?
SOX=?
SOXsod=?
SOD=?

=t_lightoff1

mode_t

02
move light & reset

ode t >

;

e t>=t rmIPTG2

Cl

Mode 7
Agenome=0
IPTG=1
light=0
DNA=0
DNA:=1
mRNA=?
KRim=?
KRm=?
KRmdS=?
KRmdS*=?
KRmdT*=?
SOX=g
SOXsod=h
SOD=i
d[mode_t]/dt

Mode 9
Agenome=0
IPTG=0
light=0
DNA=0
DNA:=1
mRNA=a
KRim=b
KRm=c

KRmdS=d
KRmdS*=e
KRmdT*=f
SOX=g
SOXsod=h
SOD=i
d(mode_t]/dt

/

de t>=t rmIPTG2

SO X>threshold

0.6

Remove IPTG &
reset mode_t

Remove IPTG & 0.2 |mod
reset mode t

S X>threshold\l
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Agenome=0
IPTG=0
light=L
DNA=0
DNA:=1
mRNA=a
KRim=b
KRm=c
KRmdS=d
KRmdS*=e
KRmdT*=f
SOX=g
SOXsod=h
SOD=i
d[mode_t]/dt

=1 Y

@Iode 10 )
Agenome=0
IPTG=0
light=0
DNA=0
DNA:=1
mRNA=a
KRim=b
KRm=c
KRmdS=d
KRmdS*=e
KRmdT*=f
SOX=g
SOXsod=h
SOD=i
dimode_t]/dt
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& Bacteria-killing KillerRed Model

Est P|#S_S|#T_S|Avg_T(s)|Tot.T(s)|| k |Est_P|#S_S|#T_S|Avg.T(s)|Tot_T(s)
0.544 | 8951 (16452 0.074 |1219.38 || 8 |0.004| 0 | 240 | 0.004 0.88
0.247|3045 (12336 0.969 |11957.12||9 (0.004| O | 240 | 0.012 2.97

0.096| 559 | HBOB | 5.470 |31770.36((10{0.004| O 240 0.013 3.18
Table 3: Results for the 11-mode killerred model.

tg{ghgﬂﬁ (t.u.) 1 2 3 4 5 6 7 10
trotal (6.0.) 16 | 17.2|18.5 | 20 |21.3[22.7[23.5|24. 30

tg{ghgﬂFFl (t.'ll.} 1 2 3 4 10
killed bacteria cells|failed|failed|failed

trmIPTGg [t.u.} 1 2 3 4 5 6 7 8 10
killed bacteria cells| succ | succ | succe [succ|succ|succ|suce|suce

SOXhres (M) le-4 | 2e-4 | 3e-4 |de-4|5e-4|6e-4|Te-4 |8e-4

trotal (t.1.) 51 | 5.2 | 5.4 | 17 | 19 | 48 | 61 | 71
| Table 4: Formal analysis results 'ﬂ}r our KillerRed h}fhrid model




Prostate Cancer treatment

Intermittent hormone therapy

W
o

off gon off

o
o
o
=

PSA (ngml1)
o 8 O

[a—
o

s
x
E

h

2500

Model To | T1 Tot_T(s)
PCT1 5.0 {10.0/0.496 | 8226 0.596 9892
PCT2 7.0 [11.0|0.994| 335 54.307 | 18247
PCT3| 6 |10.0{15.0{0.996| 240 506.5 | 121560

~ Table 2: Results for the 2-mode prostate cancer treatment model (k = 2). For each sample generated,
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Atrial Fibrillation Model

Mode 1 Mode 2 Mode 4

flow, :
i i vin—0 Ju, —u)

Mode 3

N

| flow, :
di i

— e —

r-:ﬂ

wﬂ

- W

Toa =T
l_I_E'u;{H;J
g_[ 1}
dt \14g 280 JT

wl

ds

B 1\
\@ [1+£"i'-1rfll-iﬂ Jr;l_/

- ds 1
G-l

D

Model

EPI.TO1

EPI.TO2

#S.S

£TS

Est_P

AT(s)

T_T(s)

Cd_tol_s

U(6.1e-3, Te-3)

6

240

240

0.996

0.270

64.80

Cd_tol_uns

U(5.5e-3, 5.9e-3)

6

0

240

0.004

0.042

10.08

Cd_to2.s

400

U(0.131, 6)

240

240

0.996

0.231

55.36

Cd_to2_uns

400

U(0.1, 0.129)

0

240

0.004

0.038

9.15

Cd_tol2.s

N(400, le-4)

N(6, le-4)

240

240

0.996

0.091

21.87

- |Cd_tol2_uns

N(5.5e-3, 10e-6)

N(0.11, 10e-5)

0

240

0.004

0.037

8.90

- Table 1: Results for the 4-mode atrial fibril

lation model (k = 3). For each sample generated, SReach

analyzed systems with 62 variables and 24 ODEs in the unfolded SMT formulae. #RVs = number of
- random variables in the model, #5_S = number of d-sat samples, #T_5 = total number of samples,
Est_P = estimated probability of property, A_T(s) = average CPU time of each sample in seconds, |
- and T_T(s) = total CPU time for all samples in seconds. Note that, we use the same notations in

the remaining tables.
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XD rlmental results

#0DEs|#Vs[#RVs Est P|#S S[#TS[AT(s)| T-T(s)
14| 3 0.001 0.754 | 5372 | 7126 | 0.086 | 612.836
38 0.001/0.059| 209 | 3628 | 0.253 | 917.884
20 0.001]0.208 | 2206 [10919| 0.080 | 873.522
20 0.001|0.845 7330 | 8669 | 0.209 | 1811.821
56 0.001/0.207 | 2259 |10901| 0.858 | 9353.058
33 0.001/0.996| 227 | 227 | 0.213 | 48.351
50 0.001/0.996| 227 | 227 | 12.839 | 2914.448
26 0.001/0.996| 227 | 227 | 0.382 | 86.714
38 0.001/0.161 | 1442 | 8961 | 0.280 | 2509.078
26 0.0010.381 5953 [15639| 0.238 | 3722.082
26 0.001/0.996| 227 | 227 | 0.673 | 152.771
50 0.001/0.004| 0 | 227 | 0.120 | 27.240
14 0.001/0.996| 227 | 227 | 0.171 | 38.817
26 0.001/0.996| 227 | 227 | 0.215 | 48.806
62 0.001/0.996| 227 | 227 | 5.144 | 1167.688
13 0.001/0.228 2662 [11677| 0.095 | 1109.315
48 0.001/0.996| 227 | 227 | 8.273 | 1877.969
44 0.001/0.996| 227 | 227 |825.641|187420.507
20 0.001/0.524| 345 | 658 | 5.01 | 3295.82
17 0.001/0.900| 5361 | 5953 | 0.0004 | 2.35
84 | 194 0.001|0.544 | 8946 |16457| 0.122 | 2015.64
112 | 224 0.001/0.246 2032 | 8263 | 1.385 | 11444.22
150 | 271 0.001/0.096 | 558 | 5795 | 16.275 | 94311.18
KRKS 105 |303 0.001/0.004] 0 | 227 | 0.003 | 0.58
KRK9 9 135 | 335 0.001|0.004 9227 | 0.015 | 3.43

KRk10 11 |10{ 165 |[367| 6 0.001{0.004| O | 227 | 0.026 5.92

Table 5: #Ms = number of modes, K indicates the unfolding steps, #0DEs = number of ODEs in
the unfolded formulae, #Vs = number of total variables in the unfolded formulae, #RVs = number
f {a_lfldfn;r} j.f'a{r‘ia,_‘t:’:(‘les rnodel 5 = premsmn used in

Benchmark |#
BBK1
BBK5

BBwDv1
BBwDv2K2
BBwDv2KS8

Tld

Ted
DTIdK3
DTIdK5
Wimvl

Wiamv2K3

WaAmv2K7
DWK1
DWK3
DWK9

Que
3d0Osc
QuadC
exPHAO1
exPHAQ2
KRk5
KRk6
KRk7

QO Wi | Wi | W | 00| 00| OO | | dhn | b | DO W | | | DD DD

—
oo

=
i~

W =

mmmm»—nmmmmmﬁﬁhmmmmmmm»—u—-

—
o

-]

Ms K
1
5
2
2
8
7
7
3
5
3
3
7
1
3
9
2
2
0
2
3
5
6
7
8
9

S| SR BB | OO T | S| T B B e | | OO QO | S




PR

}
=
3

ii
t
i.
.
‘
}

constraints: reduction to PDEs, stopping time
moment generating functions), ... .
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https://github.com/dreal/SReach

